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Subject: Department of Transportation Operations Security Program 

1. PURPOSE . This Order establ i shes the Department of 
Tr ansportation (DOT ) Operations Security (OPSEC) Program, 
prov i des pol icy, assigns r esponsibi l ity and i mplements National 
Security Decision Directive (NSDD) 298 . 

2. SCOPE . 

a. Thi s Order applies to all Operating Administrations and 
Secretarial Offices of t h e Department assigned or 
supporting nationa l security missions with class i fied or 
sensitive activities andjor strategic or o ther miss i ons 
i mpacting national security . 

b. The DOT OPS EC Program shall be applied to DOT contractors 
when the DOT Operating Administrations and Secretarial 
Offices concerned have determined that such measures are 
necessary fo r the adequate protection of critical or 
sensit ive informat i on, activities or ope r at i ons of the 
Department , directly or indirectly associa ted with a 
specific contract . 

3 . REFERENCES. Nationa l Security De cision Directive 298 , 
" Na t ional Operations Secur ity Program ," January 22 , 1988 . 

4 . BACKGROUND . 

a . Na ti ona l Security Decision Directive 298 was signed by 
Preside nt Reagan i n January 1988 and calls for e ach 
Executive Department and agency substantial l y i nvo l v ed in . 
or support ing nationa l security missions with classified or 
sensitive activ ities t o es t ab lish a forma l OPSEC program . 

b . Security programs and procedur es a lready ex i s t to protect 
classif ied mat t ers . However, info rmation ge nerally 
availabl e t o the public as well as certain detect ab l e 
activiti es r evea l the existence of , and sometimes deta ils 
about , c l assified or s e n s itive information or undertakings . 
Such indicators may a ss ist those seeking t o neut ralize or 
exploit u. s . Government actions i n the area of na ti o na l 
secur ity . Application of the OPSEC process promotes 
operationa l effectiveness by h elping prevent the 
inadvertent compromise of sensi tive or c lassified U. S . 
Government activiti es , capabili ties, or inten tions . 
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c. The operations security process involves five steps: 
identification of critical information, analysis of 
threats, analysis of vulnerabilities, assessment of risks,
and application of appropriate countermeasures. The 
process begins with an examination of the totality o f an 
activity to determine what exploitable but unclass ified 
evidence of classified activity could be acquired in light
of known collection capabilities of potenti a l adversaries.
such evidence usually derives from openly available d ata. 
Certain indicators may b e pieced together or interpreted to 
discern critical information. Indicators most o f t e n stern 
from the routine administrative, physical, or tec hn i cal 
actions taken to prepare for or execute a plan or a c tivity . 
Once identified, they are analyzed against the thre at to 
determine the extent to which they may reve al critica l 
in forma tion. Managers then use these threat a nd 
v ulne rability ana lyses in risk asse ssment s t o assist i n the 
selection and adoption of c ount e r measu r es . 

5 . DEFINITIONS. 

a. Oper a tions Security (OPSEC }. A s ys t e matic and ana l ytic 
proces s by which the U. S . Government and its supporting 
c ontractors c a n d e ny t o pot entia l adversaries information 
a b out capabilities and inte n t i ons by i denti f yi ng , 
cont ro lling , and protecting e v idence o f the p l a nn i ng and 
execut i on o f s e nsitive activ i t i e s and operat i ons . 

b . critica l Information . I nfo r mation wh i c h must be p rotected 
from l oss to kee p an adver sa r y f r om ga ining a sign i f i cant 
op e r a tiona l, econ omi c , political, or t echnol ogical 
advan tage and prev ent a dver se i mpact on friendly mission 
accomplishment . 

6. POLICY. 

a . I n accordance with NSDD 298 and paragraph 2 , each Operating 
Admin istration and Secr e t a ri a l Off i ce t o which this Order 
appl i es sha ll establi s h a f orma l OPSEC p rogram . 

b. In accorda nce with NSDD 298 and pa r agr aph 2 , those 
operating Adminis trat i ons and Secr etar i al Off i ces to which 
t his Order applies a nd which have mi n i mal activities that 
could a ffect na tional secur i ty need not establish a formal 
OPSEC program . However , they must cooperate with and 
support o t her departments , agencies , Operating 
Administrat i ons , and Secret arial Off i ces to minimize damage 
to nationa l s ecu r i t y wh en OPSEC probl ems ar i se. 

c . In accordance with NSDD 298 and par agraph 2, each Operating 
Administ r ation a nd Secretarial Off i ce to which thi s Order 
applies must addr ess OPSEC from t he beginning of all 
planning , programming and budge ting actions . 
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a. The Assist a n t Secre t a ry f o r Administrat i on has Depa r tmental 
responsibility f o r po licies and proced ur e s r e l ating t o the 
DOT OPSEC Program. The Assistant Sec r etary f or 
Administra tion wi ll provide Depa rtmentwide guidance and 
a s sistance in OPSEC ma t ters. 

b . The Director, OST Office of Security, is the exec u tive 
a gen t f o r the Assistan t Secreta r y f o r Adm i nistration of the 
OPSEC Program. The Direc t or is the DOT OPSEC Program 
Manager and sha ll: 

(1 ) Dev elop depar t me nt OPSEC polic i es, p r ocedures, and 
plann i ng g u i dance . 

(2} Conduct an annual review of OPSEC procedures so as to 
a ssist i n t he improve ment o f OPSEC programs. I ssue an 
annual call to the Operat ing Adm i nistrations and 
Secretarial Offices to submi t a r eport of their annual 
r eviews . 

(3) Establish and chair a Departmentwide OPSEC working 
group to provid e a forum to discuss generic and 
specifi c OPSEC problems in the Operating 
Administrations and Secretarial Off i ces . 

(4) Coordinate OPSEC matters concerning more than one 
Operating Administration or Secretarial Office, as 
r equested . 

(5} Coordi nate mutual support between an Operating 
Administration o r Secretarial Office and other 
departments and agenc i es , as r equested . 

(6} Provide OPSEC planning, suppor t , advice and traini,ng 
for Departme nt headquarters senior officials and staff 
elements . 

( 7} Advise the Nat ional Security Council (NSC} on OPSEC 
measures require d of other de partments and agencies in 
order to achieve and maintain effective operations or 
activitie s wi t hin the Department . 

(8) Delegate authority to plan, direct and implement OPSEC 
measures, as appropriate, to the Head of an Operating 
Administration and Secretarial Office. 
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c. Heads of each Operating Administration and Secretarial 
Office to which this order is made applicable under 
paragraph 2 above shall: 

(1) Establish an OPSEC Program in accordance with the 
provisions of paragraph 6.a., above . 

(2) Ass i gn specific responsibility for OPSEC direction and 
implementation . 

(3) Plan and implement specific OPSEC requirements in 
anticipation of and, where appropriate, during a 
qualifying activity . 

(4) Use OPSEC analytical techniques to assist in 
identifying OPSEC vulnerabilities and to select 
appropriate OPSEC measures . 

(5) Establish measures t o ensure that all personnel, 
commensura t e with their positions and security 
clearances , are aware of hosti le i ntelligence threats 
and understand the OPSEC process . 

(6) Establish requirements for an annual rev i ew and 
evaluation of OPSEC procedures to assist in the 
i mprovement of the OPSEC Program . Conduct an annual 
r ev i ew ~nd evaluation of the OPSEC Program t o 
determine its effectiveness in the preceding year and 
to develop r ecommendations on i mprovements for the 
next year a nd the longer t e rm. Upon r equest from the 
OST Office of Security, submit a r eport of these 
annual r eviews to the Director, OST Office of Security 
through the Assistant Sec retary for Administration , 
for r ev i ew and approva l . See Attachment 1 for 
guidelines concerning the annual report contents . 

( 7) Establish provisions for inter and intra-agency 
support and cooperation with respect t o OPSEC 
programs . 

(8) Support OPSEC programs and efforts by other Operating 
Administrations and Secret arial Offices and other 
government departments and agencies, as requested . 

.. 
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( 9) Provide management, review, and inspection of their 
OPSEC Programs. 

(10) Determine requirements for OPSEC measures by 
contractors. Ensure that these requirements are made 
known t o the contractor as soon as possible and are 
incorporated specifically into requests for proposals 
and subsequent contractual documents in sufficient 
detail to enable cost estimates and compliance with 
OPSEC measures by contractors . 

(11) Recommend to the Department 's OPSEC Program Manager 
changes t o policies, procedures , or practices to the 
DOT OPSEC Program. 

(12) Develop OPSEC concepts and establish policies and 
procedures to supplement those developed by the 
Department OPSEC Program Manager, as necessary. 

(1 3) Issue OPSEC planning guidance for act ivities of t he 
Operating Administrations and Sec r etari a l Offices, 
and for activities for which t hey have prima ry 
responsibility. 

(14) Ensure adequate capabilities t o execute OPSEC 
measures in support of Operating Administrations and 
Secretarial Offices activities . 

(15 ) 

. 
Designate an OPSEC Program Manager 
the focal point for OPSEC matters . 
Manager should receive appropriate 
training. 

who will act as 
The OPSEC Program 

formal OPSEC 

(16) Inform the Director, OST Office of Security of OPSEC 
surveys t hat they conduct with other government 
departments and agencies . This should be done at · t he 
time of the OPSEC survey. 

8 . IMPLEMENTATION . Where appropriate , Secretari a l Offices 
and/ or Operating Administrat i ons should develop additional 
guidance required to implement th is Order and provide a copy of 
that guidance to the Office of Security, M- 7 0 , with in six 
months of the date of the Order. 

FOR THE SECRETARY OF TRANS PORTATION: 

Paul T . \,'e i ss 
For the Assi stant Secretary 

for Ad~inistra t i on 

. . 
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CONTENTS OF ANNUAL OPSEC REPORT 

Attachment l 
Page 1 

The annual report to the Director, OST Office of Security , should 
contain the following information: 

1. The office name in the Operating Administration or the 
Secretarial Office which has responsibili ty for t he OPSEC 
Program. 

2. The n ame of the OPSEC Program Manager f o r the Operating 
Administration or the Secretarial Off ice. 

3. The activities in the Operating Administration or the 
Secretarial Office to which OPSEC processes were applied . 

a. The critical i nformation f o r each act ivity. 

b . The OPSEC vulnerabilities f or each activity . 

c. The OPSEC measures taken f or each activi ty. 

4. The OPSEC awareness measures taken for each Operating 
Adminis tra t ion or Secretarial Office: 

5. The effect iveness of the OPSEC Program f or each Operating 
Administration or Secretarial Office. Lis t the indicators that 
s how this effectiveness. 

6. Recommendations for improvement of the OPSEC Program for each 
Operating Administratio n or Secretarial Office. 

7. The inter and intra-agency OPSEC s uppor t and coordination 
activities that each Operating Admin istration or Secretari al 
Office undertook . 




