Department of Transportation ~ ORDER
Office of the Secretary
Washington, D.C.

DOT 1640.6

10-22-75

SUBJECT: QFFICE OF THE SECRETARY PROCEDURES FOR CONTROL OF NATIONAL
" SECURITY INFORMATION

1. PURPOSE. This Order provides instructions for internal administration of
the requirements of DOT 1640.4, Classification, Declassification and Control
of National Security Informat1on, of 12-12-72, for the Office of the
Secretary (0ST), and, pursuant to servicing agreements, for the Federal
Railroad Adm1n1strat1on (FRA), the Materials Transportation Bureau (MTB),
the National Highway Traffic Safety Administration (NHTSA), the St. Lawrence
Seaway Development Corporation (SLSDC) and the Urban Mass Transportation
Administration (UMTA), and such other Department of Transportation (DOT)
elements as may enter into servicing agreements. Use of the supplemental
forms and procedures provided for in this Order is optional for the
Federal Aviation Administration (FAA), the Federal Highway Administration
(FHWA), and the United States Coast Guard (USCG).

2. RESPONSIBILITIES.

a. The heads-of operating elements receiving security servicing in
accordance with this Order are responsible for the internal
administration of security requirements within their respect1ve
Jjurisdictions. In accomplishing this, they shou]d

(1) TIssue necessary supplemental instructions.

(2) Assign responsibilities within their organization to assure that
activities under their jurisdiction comply with the Departmental
requirements for classifying, declassifying and control of
national security information.

(3) Maintain a focal point for compiling and submitting reports requir-
ed pursuant to DOT 1640.4, Chapter XIV, and to coordinate changes
in field custody of classified materials.

b. The OST Director of Investigations and Security shall:

(1) Provide guidance concerning classification, declassification, and
control of classified information for all DOT elements subject to
the provisions of this Order, including the operations of the
Security Contrel Point (SCP), Sub-Security Control Points (SSCP),
and Document Control Stations (DCS).

DISTRIBUTION:  Al] Secretarial Offices. OPi: Office of
A11 Operating Elements Investigations
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(2) Arrange for or conduct security inspections pursuant to DOT 1640.4,
Chapter I, paragraph 7, of each headquarters and field activity
having custody of classified information.

(3) Determine éppropriateness of requests to establish DCS or SSCPs.

(4) Arrange for 1nvest1gat1on when warranted of losses, compromises
or suspected compromises of classified 1nformat1on or of other
security violations.

(5) Prepare consolidated reports as required by DOT 1640.4, Chapter
XIV, for submission to the Interagency C]ass1f1cat1on Review
Comm1ttee (ICRC).

CONTROL SYSTEM. The DOT Headquarters SCP established in accordance with
DOT 1640.4, Chapter IV, paragraph 4, services the headquarters and field
offices of all DOT elements subject to this Order who receive, hold or
produce classified records. The DOT Headquarters SCP (TAD-44.1) is
located in Room 10402B, Nassif Building. The SCP Chief is designated as
the Headquarters Top Secret Control Officer, NATO/SEATO/CENTO Control -
Officer and Restricted Data Control Officer. DCS's have been estab11shed
in accordance with DOT 1640.4, Chapter IV, paragraph 10, as needed at BOT
Headquarters. Existing Security Control Points prev1ou51y established’at
Tield activities are redesignated as Sub-Security Control Points, and sha11
comply with the provisions of Paragraphs 4 and 13 below. SSCP's shall be
established at additional field activities as an actual or very probab]e
need arises to possess classified material. A

ESTABLISHING OR UPDATING SUB-SECURITY CONTROL POINTS (SSCP).

a. To be eligible to hold classified materials, a field activity must;have
an authorized SSCP, which requires appropriately cleared and trained
staff members and an approved classified material storage container. To
request authorization for an SSCP, the head of the activity shall submit
through channels to the OST Director of Investigations and Security a
memorandum request setting forth the following:

(1) Classification level of the materials concerned and their general
nature (emergency readiness, name of project or program to which
the materials relate, etc.).

(2) Identity of the proposed operators of the SSCP, and what training
they have been given for the assignment.

(3) Description and 10Cétion‘of the classified material storage container
(manufacturer, type of container and locking mechanism, where it will
be Tocated, frequency of checking of it during non-duty hours).
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(4) Explanation of how combination changes will be effected (see
paragraph 10 below).

b. Field activities identified in Attachment 2, which hold classified
materials, or because of their organization level (e.g., DOT Secretarial
Representatives) may be subject to receive such materials, shall request
authorization for an SSCP and shall take additional actions as appro-
priate in accordance with paragraph 13 below.

ESTABLISHING OR UPDATING A DOCUMENT CONTROL STATION. To be eligible to
receive classified materials through the SCP or from other sources the
head of a headquarters office may request establishment or updating of

a DCS by submitting to the OST Director of Investigations and Security

a completed set of DOT F 1600.31, Document Control Station Establishment
Authorization. A new set of the DOT F 1600.31 forms must be comp]eted
when there are proposed changes of DCS operators or alternates.

RECORDING CLASSIFIED MATERIAL PRODUCED OR RECEIVED FROM SOURCES OTHER
THAN THE SCP. Offices subject to this Order which produce classified
materials or receive classified materials which have not been recorded -
with the OST SCP shall promptly record such materials with the DCS or
SSCP.  The DCS and SSCP shall maintain records of all classified
‘materials produced within their activity, and shall record all such
Secret materials with the Headquarters SCP. Confidential materials
produced shall be recorded with the Headquarters SCP if it is transmitted
outside the activity.

. OPERATING PROCEDURES. Detailed operating procedures for the guidance of
personnel involved in the accountability for, and control of, classified
information are provided in Attachment 1 to this Order.

EMERGENCY PLANS. Each office subject to this Order which has custody of -
cTassified materials shall have emergency plans and assignments in
accordance with DOT 1640.4, Chapter VII, paragraph 5, for the protection
of such materials under emergency conditions.

DESTRUCTION OF CLASSIFIED MATERIALS. Classified material to be destroyed
including classified waste, shall be disposed of only approved secure
means. Headquarters DCS operators shall provide such materials to

the SCP for destruction. At field activities SSCP's with access to
capabilities for secure destruction shall comply with DOT 1640.4,

Chapter IX, in disposing of classified materials, and must forward to the
Headquarters SCP a Destruction Certificate (DOT F 1600.22) when destruction
is accomplished. SSCP's in field activities without access to capabilities
for secure destruction shall forward to the Headquarters SCP all classified
materials to be destroyed, by approved transmission methods (e.g.,
registered mail).
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CONTROL OF COMBINATIONS OF CLASSIFIED MATERIAL STORAGE CONTAINERS. Safe

combinations shall be controlled and changed as required by DOT 1640.4,
Chapter VI, paragraph 10. At the DOT Headquarters the combinations will
be changed by the OST Office of Investigations and Security, TAD-50.

Each field activity must make arrangements for combinations to be
changed by persons with security clearance at the required level, follow-
ing the manufacturer's instructions. The current combination for each
safe must be on file at an alternate secure location. SSCPs in field
activities of FRA, NHTSA, SLS, and UMTA shall provide the combination

by registered mail to their respective Headquarters security element

for retention. All other activities subject to this Order shall provide
their combinations by secure means to the OST Director of Investigations
and Security. He may authorize SSCP at a field activity with more than
one security safe to retain the combinations at the facility. In emer-
gency situations when the custodian is unavailable and it {is necessary

to open the container, the combination may be furnished from headquarters
to the field Tocation by telephone provided that the combination is
immediately changed by an appropriate official at the activity.

REPORTING SECURITY VIOLATIONS. Any instance of'1oss, compromise or-.

possible compromise of classified material shall be promptly reported
in accordance with DOT 1640.4, Chapter XII, for required actions.

VISIT CONTROLS. Activities subject to this Order are responsible for

assuring that visit control procedures prescribed in DOT 1640.4, Chapter
XI, are followed when a visitor to the activity or an employee from the °
activity going to another organization will need access to classified
information. At the headquarters level, visit clearance certifications
are furnished by the OST Office of Investigations and Security. At

the field level, the head of an activity may certify the clearance of :
subordinates for proposed visits, provided that the activity has a current
security certificate on file, and the activity to be visited is willing

to accept certification by the field activity. If "Security Officer"
certification is required, request shall be referred to the OST Director -
of Investigations and Security, Attention: Personnel Security Officer.

ACCOUNTABILITY IMPLEMENTING ACTIONS BY FIELD QFFICES. Headquarters

activities subject to this Order have already established DCSs and
provided inventories of classified materials held. Field activities
subject to this Order which have custody of classified materials shall
within 60 days from the effective date of this Order:

a. Request establishment of a SSCP pursuant to paragraph 4 above.
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14.

15.

b. Prepare an inventory of all classified materials held by the
activity in accordance with DOT 1640.4, Chapter IV, paragraph 9.

c. Prepare and forward to the Headquarters Security Control Point
DOT F 1600.25, Classified Document Record (Permanent), for each
classified document held except for:

(1) Confidential materials which were generated internally and
not dispatched outside the activity, or

(2) Working papers containing classified information which will
not be retained more than 10 working days from the date of
origin.

QUARTERLY SUMMARY REPORT. In addition to security vio]ation:repOrts pur-

suant to Paragraph 11 above, field activities and administration head-
quarters shall furnish pertinent information through appropriate
channels for the various reports which the Department must make to

the Interagency Classification Review Committee in accordance with

Chapter XIV of DOT 1640.4, ‘

a. Each DCS or SSCP for an OST activity shall submit the feport to
the OST Director of Investigations and Security by the seventh
calendar day after the end of the quarter.

b. Each DCS or SSCP for any activity in FRA, NHTSA, SLS and UMTA shall
submit the report to their organization's security element (as
specified in DOT 1640.4, Chapter XIV, paragraph 3e(3)) by the
seventh calendar day after the end of the quarter.

(1) The security element shall extract pertinent information for
their consolidated reports, as required by DOT 1640.4, Chapter
X1V, Paragraphs 3e(2) and 4d(2).

(2) The Quarterly Summary Report forms shall then be forwarded to
the OST Director of Investigations and Security, for further
use and retention.

FORMS AVAILABILITY. An initial supply of forms will be provided to
each DCS and SSCP at the time of its approval. Additional stocks of
forms required in implementing this Order are available from the
Headguarters Security Control Point. The forms include:

a. DOT F 1600.7, Classified Material Cover Sheet;
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b. DOT F 1600.22, Destruction of Classified Records;
c. DOT F 1600.25, Classified Document Record (Permanent);
d. ‘DOT'F 1600.26, Classified Document Receipt (External);
e. DOT F 1600.29, Classified Material Receipt; and
f. DOT F 1600.31,'Document‘Contro1 Station Establishment Authorization.
TRANSFERRING CLASSIFIED MATERIAL TO FEDERAL RECORDS CENTERS (FRC). In

addition to the downgrading/declassification and marking review required
pursuant to DOT 1640.4, Chapter II, Paragraph 31, before transferring
classified materials to a Federal Records Center or the National Archives,
offices subject to this Order shall a]so take the fo110w1ng act1ons as
app11cab1e

a. The need for retention of the materials, in Tieu of destroying
them, must be fully reviewed. (Departmental Records Management
regulations require that the record copy of various records be
retained, but disposing of other copies of the same record may be
optional.) v

b. Transfer to the FRC shall be made in all instances through the DCS
or SSCP for recording the change in location of the material for
which the office concerned is responsible.

c. At Washington Headquarters, all such transmittals shall be
directed by the Security Control Point, to assure that the SCP
records show the change in Tocation and that the transmittal is

- made by secure means.

d. At field locations, the SSCP operator may arrange for transfer of
classified materials from the activity to the appropriate FRC,
provided that the necessary reviews of the materials have been
accomplished, the activity forwards the classified materials by
approved security means to the FRC, and the Headquarters SCP is
fu]]y informed of any classification changes resulting from the
reviews, and the identity of the materials so transferred

CURRENT DOCUMENT CONTROL STATIONS AND SUB-SECURITY CONTROL POINTS DOT

Notices will be issued periodically to identify the current DCS s and
SSCP's.
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REVIEW OF PROPOSED CLASSIFICATION/DECLASSIFICATION ASSIGNMENTS.

a.

It is essential that all classification/declassification assignments
made by the Department are correctly made. To assure that this is
done, the SCP shall refer to the OST Director of Investigations and
Security for review of the assignments made:

(1) A11 DOT-produced classified materials received at the SCP.

(2) A11 classified materials received from non-DOT agencies which
do not appear to conform with the marking requirements of
E.0. 11652.

(3) Al11 notifications received from SSCP's of classified materials
produced by their activities.

The classification/declassification assignment reviews shall be
promptly performed to avoid undue delay in furnishing the materials

to intended recipients. If questions arise during the production |

of classified materials concerning the classification/declassification
assignments, the guidance of the 0ST Office of Investigations and
Security should be obtained on the matter.

AUTHORIZATION TO REPRODUCE CLASSIFIED MATERIALS. At field locations, the

- SSCP may exercise the approval and recording responsibility assigned to
the SCP pursuant to DOT 1640.4, Chapter VIII, paragraph 4 b(2), when
reproduction of additional copies of classified materials is deemed
necessary and is not otherwise prohibited. In such cases the SSCP shall
provide necessary guidance to employees concerned in safeguarding the
information during the reproduction process and shall prepare the
required accountability records.

FOR THE SECRETARY OF TRANSPORTATION:

William S. Heffelfinger
Assistant Secretary
Administration
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DEPARTMENT OF TRANSPORTATION
NATIONAL SECURITY INFORMATION
ACCOUNTABILITY SYSTEM - GUIDE

This guide prov1des detailed procedural instructions for employees subJect to
this Order involved in the handling of c]ass1f1ed materials.

1. CLASSIFIED MATERIAL ENTERING THE ACTIVITY

Who What to Do

A1l Employees a. Assure that all incoming classified materials received
from any source are properly recorded in the DOT/0ST
accountability system. (Material recorded in the
system will bear a DOT/0ST document control number.)
Arrange with the DCS or SSCP responsible for the
materials for them to be recorded at the SCP.

b. Check First Class Mail from other Federal Agencies
for possible inclusion of Confidential Classified

contents.

Mailroom

Personnel c. Receive from the United States Postal Service all
Registered and Certified Mail, protecting it to the
same extent as classified materials.

d. Enter in the Registered or Certified mail control

record, and deliver such material unopened to the
Hgs. SCP or at field locations to the SSCP.

SCP or Field e. Inspect the package for any evidence of tampering or

SSCP damage during transit which may have exposed the

classified contents, promptly reporting such cases to
the Office of Investigations and Security (TAD-50).
Examine the package to determine if it has classified
contents, referring those without classified content
for normal delivery specified for official mail.

f. For classified materials, inventory contents of the
package against the enclosed receipt. (Not mandatory
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that the sender enclose a receipt for a Confidential
transmittal.) Notify TAD-50 of any discrepancies in

- the: contents or absence of a return receipt for other

than Confidential material.

If the shipment is in order, sign and promptly return
the receipt to the sender. For purposes of positive

identification, the name of the employee signing the

receipt should also be printed, stamped, or typed on

the receipt.

If the material has a:c1assified title or subject,

substitute an unclassified short title for accountability

purposes. Use the unclassified title on all records,
receipts, references, etc. Care should be exercised not

to lose the identity of the document when formu]at1ng

short t1t1es

Enter the material into the accountability system by

completion of DOT F 1600.25, Classified Document Record.

This form is retained by the SCP as the control record.

File hardback copy in numerical sequence by control ;
number. Retain for at least four years from the final \M/)
date of the material, i.e., date destroyed,. transm1tta1
externally or declassified. &k

j. Use first carbon of DOT F 1600 25 for a subject f11e

for locating the document by subject or title. Use
the second carbon for a chronological file to Tocate
by date of receipt and to identify when downgrading/

declassification actions are due.

If upon receipt of a document it can be definitely
established that the document will remain in the act-
ivity for a period not in excess of 10 working days,
it need not be entered into the accountability system.
An example of this would be a classified memorandum
sent to DOT for coordination from another agency prior
to being returned. The SCP will be responsible for
either insuring that the material is returned within
that period of time or is entered into the control
system.

Prepare~C1assifiéd Material Receipt, DOT F 1600.29,
in quintuplicate for Secret material (not required for
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incoming Confidential). (NOTE: Extra copies of the
receipt form are for use in the internal receipting
requirements.) Attach copies 1 through 4 to the docu-
ment and retain copy 5 in a tickler file pending return
of copy 1 signed by SSCP operator, after which copy 5
may be destroyed. Signed receipts will be filed by
individual offices. (Follow-up action will be taken

if signed receipt is not returned within a reasonable
time.

m. Attach the Classified Material Cover Sheet, DOT F
. 1600.7, to the classified document. (The TOP Secret
Disclosure Record (DOT F 1600.32) is the cover sheet
for Top Secret documents.)

n. At Headquarters, deliver the classified item by a
properly cleared messenger to the DCS for controlling
and release to the intended recipients. Such materials
for field activities shall be forwarded by approved
means to the SSCP for release to appropriate recipients.

ACCOUNTABILITY WITHIN THE JURISDICTION OF A DCS OR SSCP

Who What to Do
DCS or SSCP a. Match the incoming classified material received from
Operator the SCP with the description on the attached receipt.

b. If in order, sign the original receipt (DOT F 1600.29)
and return to the SCP.

c. Verify that the intended recipient of the classified
material has the proper degree of clearance issued by
DOT. Determine if the person has a need-to-know .for
the information, by checking with the person's super-
visor or by personal knowledge of the recipient's
program assignments.

d. Release the material to the authorized recipient and
obtain the recipient's signature on Copy 2 of the
receipt form. The signed Copy 2 should then be filed
as the DCS/SSCP accountability record. Copies 3 and 4
should remain attached to the document itself for use
if further change of custody occurs.
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DCS/SSCP Operator e. Conduct, in conjunction with the SCP, an annual

(Cont'd.) audit/inventory of all Secret material held by the
activity. The inventory is an actual sighting and
Tisting of each Secret document held. The audit is
checking against the control records to determine if
all Secret documents charged to the activity are
accounted for by inclusion in the current inventory,
by having a signed receipt for transfer of custody,
or by properly documented destruction of the materials.

f. If an audit initially identifies a Secret document
as being missing, thorough efforts shall be made to
Tocate it. Search all storage containers carefully
and question employees who may have knowledge of the
disposition of the missing documents. If it cannot
be located promptly, notify the Office of Investi-
gations and Security (TAD-50).

g. When an employee with custody of c1ass1f1ed mater1als
transfers, terminates or goes on an extended leave
of absence, his supervisor is responsible for properly
re11ev1ng h1m of custody of such materials and-for
assur1ng that required security debriefings are,
given and recorded. -

3. CLASSIFIED MATERIALS HAND-CARRIED INTO THE ACTIVITY BY STAFF MEMBERS

Who What to Do

A1l Employees a. Take the materials to the DCS or SSCP for controlling
and marking. ,

DCS/SSCP - b. Arrange for the materials to be entered into the
Hgs. SCP controls and for the materials to be
marked with the assigned control number.

c. Record who has custody of the materials.

4. ACCOUNTABILITY RECORDS FOR CLASSIFIED MATERIALS PRODUCED

Al ' a. Account through the DCS or SSCP for internally gen-
erated Secret material in the same manner as that
prescribed for classified material received from an
outside source. In addition, accountability records

_are required for internally generated Confidential
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materials, when copies are to be dispatched outside
the activity producing the materials.

Obtain from the Hgs. SCP a control number and mark
it conspicuously in the lower right hand on the
document and all copies of it. Furnish the SCP
with the information needed on DOT F 1600.25 to
enter the documents into the system.

If sending material outside the DCS's or SSCP's
jurisdiction, process the same as for transmitting
any other classified materials held.

Assign a control number and complete the DOT F
1600.25 with all required information, promptly
forwarding a copy of the DOT F 1600.25 to the SCP.

5. INTER-DCS/SSCP TRANSFERS OF CLASSIFIED MATERIAL

Who

Releasing DCS/ a.

SSCP

What to Do

Check the Tisting of DCS's or SSCP's to determine
if that office where the document is to be sent is
eligible to receive the classified material. (NOTE:
This requirement applies equally to the inter-DCS/
SSCP transfer of Confidential material even though
receipts are not required for the internal transfer
of Confidential material.)

For Secret documents hand-carried to the receijving
DCS/SSCP, have the DCS operator sign two copies of

the receipt. Forward one-copy to the SCP for adjust-
ing the control records to show custody charge, and
retain the other signed copy. The receipt form

should indicate if the releasing DCS/SSCP has retained
document copies.

At DOT Headquarters, arrangements can be made with
the SCP for a cleared messenger to effect the
delivery.
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SSCP

6. EXTERNAL TRANSMITTALS
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Transfer of classified materials from field SSCP to
a headquarters DCS or from headquarters DCS to field
SSCP must be made through the Hgs. SCP.

Any exchange of é]assified material with FAA, FHWA,
or USCG by headquarters DCS must be through the -
SCP.

For transfer of classified materials between geograph-
ically separated field SSCP's, transfer may be made

by U.S. Postal Service Registered Mail for Secret and
Certified or Registered Mail for Confidential, provided
that the materials are properly packaged.

Return two signed copies of the receipt to the releas-
ing DCS/SSCP for use as shown in paragraph 5b above.

Proceed as in paragraph 2a through d above.

Upon receiving a copy of the receipt for an inter-
DCS/SSCP transfer of a Secret document, change the
control record to show custody of all copies of the
document.

or

OUTSIDE OF THE ACTIVITY SERVICED BY THE HQS. SCP

Who

A1l Employees a.

What to Do

For transfer of custody by U.S. Registered (for Secret)
or Certified mail (for Confidential):

(1) Prepare Classified Document Receipt (External)
(DOT F 1600.26) and attached to front of document.

(2) Prepare two envelopes, with the full mailing
and return addresses on both envelopes.

(3) At headquarters provide document, receipt and
envelope to the SCP for transmittal. At field
locations, the SSCP transmits the materials to
appropriate recipients, furnishing to the SCP a
copy of the transmittal receipt, DOT F 1600.26.
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DCS/SSCP b. For documents hand-carried outside of the activity

for anticipated temporary basis:

(1) Have employee sign DOT F 1600.29, Classified
Material Receipt, for the documents, retaining
the signed receipts at the DCS/SSCP. Have the
employee carry an unsigned copy of the receipt
with the documents, to obtain signature of
authorized recipients if it is necessary to
release them.

(2) Package as for transmittal by U.S. Registered
Mail, except that a briefcase may be used in
Tieu of the outer envelope. '

(3) Assure that the employee will. retain the
materials in personal custody at all times.

(4) Advise employee to return documents to DCS/SSCP
upon arrival back, or a signed copy of the
receipt if it was released for official reasons
to an authorized recipient.

KEEPING CLASSIFIED DOCUMENTS INTACT
Who What to Do

A1l Employees Because of the problems in maintaining accountability
for the segments of disassembled classified documents,
when any portions are needed for preparation of another
classified document, these portions should be reproduced
for the new document rather than disassembling the
original document.

REPRODUCTION OF CLASSIFIEDiMATERIAL

Who What to Do

A1l Employees a. When reproduction of additional copies of controlled
classified documents is deemed necessary, and it is
determined that they carry no prohibitions against
reproduction (see DOT 1640.4, Chapter VIII, Para-
graph 4), assure that the number of copies is limited
to actual needs.
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b. At headquarters, request the SCP (through the DCS)
for approval to reproduce the classified documents.
At field locations, request the SSCP for such approval.

DCS/SSCP c. Account for all reproduced copies of classified doc-
uments in the same manner as for internally-generated
classified documents and assure that all reproduced
copies show the same classification/declassification
markings as the original.

d. Notify the SCP of reproduced copies of classified
documents subject to accountability controls by
submitting one copy of DOT F 1600.29, Classified
Material Receipt.

SCP ' e. Annotate the basic accountability records to reflect
the creation of the additional Secret copies. ‘

9. DESTRUCTION OF CLASSIFIED MATERIAL (See DOT 1640.4, Chapter IX)
Who . What to Do

A1l Employees a. Furnish to the DCS/SSCP all classified materials,
inc]uding classified waste, which is to be destroyed.

DCS/SSCP b. Prepare DOT F 1600.22, Destruction of Classified
Records (set of three), listing all Secret documents
and any Confidential documents recorded at the :
SCP. Confidential material produced within the DCS/
SSCP activity and classified waste does not require
itemizing.

c. At Headquarters, furnish the classified materials,
including waste, to the SCP for destruction.

SCP e. Inventory the material against DOT F 1600.22.
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f. Arrange for appropriately cleared employees of the
SCP to destroy the material.

g. Complete the certification blocks on the Destruction
of Classified Record (DOT F 1600.22).

h. Retain a copy of DOT F 1600.22 in file for a
period of at least four years from the date of
destruction.

i. Complete the destruction certification on the
reverse side of the basic accountability record
(DOT F 1600.25) and place it in the inactive file.

TOP SECRET ACCOUNTABILITY (see DOT 1640.4, Chapter IV, paragraph 7.)

Who

A1l Employees

Top Secret materials require special protection and
procedures. At Headquarters, all incoming Top Secret
materials shall be furnished directly to the Top
Secret Control Officer (TSCO) who will provide
necessary guidance to the intended recipients. All
Top Secret materials must be returned to the TSCO
before the close of business each day to assure
that it is given the added protection its classifi-
cation Tevel warrants. Field locations are not
eligible to receive and/or possess Top Secret
material unless specifically authorized in advance
by the OST Director of Investigations and Security
to do so.
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LIST OF DESIGNATED SSCP'S

DOT Secretarial Representatives

Boston, New York, Philadelphia, Atlanta, Chicago, Dallas, Kansas Cify,
Denver, San Francisco, Seattle.

Transportation Systems Center

Cambridge, Massachusetts

Federal Railroad Administration

The Alaska Railroad, Anchorage, Alaska
Transportation Test Center, Pueblo, Colorado

Saint Lawrence Seaway Development Corporation

Massena, New York

12864





