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Department of 

Transportation 

Office of the Secretary 
of Transportation 

Subject: C LASSIFIED NATIONAL SECURITY INFORMATION 

ORDER 

11640.4E I 
January 2 1, 20 I I 

I. PURPOSE: This order contains policies and assigns responsibi lities for the class ification, 
declassification, and control of national security information throughout the Department of 
Transportation (DOT). It implements Executi ve Order (E.O.) 13526, C lassified National 
Security Infonnation. 

II. BACKGROUND: The Information Security Oversight Office (ISOO) has implemented 
E.O. 13526 through Title 32, Code of Federal Regulations (CFR), Pa1t 200 I, C lass ified 
National Security lnfonnation, which applies to all Executive Branch agencies. This DOT 
Order 1640.4E implements the policies and procedures set forth in E.O. 13526 and in 
32 CFR Part 200 I. 

III. CANCELLATIONS. 

I . This Order cancels the following publications: 

(a) DOT Order 1640.40, Classified Information Security Management, dated 
December 9, 1997; 

(b) DOT Manual 1640.4D, Classified Information Security Management, dated 
December 9, 1997, except for Chapter 5, For O ffi cial Use Only lnfonnation, which rema ins 
in effect unti l a new order addresses that subject; 

(c) DOT Security Bulletin 00-04, dated December 19, 2000. Th is bulletin is 
incorporated into Appendix 6, Photocopying C lass ified lnfonnation. 

(d) DOT Security Bulletin 00- 1, dated February 22, 2002. Th is bulletin is incorporated 
into Appendix 5 of Inquiries and Investigations Concerning Possible Loss, Compromise, or 
Unauthorized Disclosure of Classified lnfonnation. 

2. The fol lowing publications were cancell ed by an earlier version of this Order and are 
listed here for infonnationa l purposes: 

(a) DOT Order 1640. 1, Control and Protection of "For Official Use Only" 
Information, dated December 27, 197 1. 

(b) DOT Order 1640.2, Security for Electricall y Transmitted Messages, dated June 14, 
1972. 

(c) DOT Order l640.4C , C lassification, Declassification, and Control of National 
Security Information, dated November I I, 1983. 

-------------------·-------
DI S"I RIBUTION: All Scactarial Ofliccs 

All Opcral ing Administr:uiotb 



DOT Order 1640.4E 

(d) DOT Security Bulleti n 96-0 I, Implementing Instruc ti ons for Executive Order 
12958, C lassifi ed ational Security Information , dated April 17, 1996. 

IV. REFERENCES: 

I . Presidential Order of December 29, 2009, Original C lassification Authori ty. 

2. Executi ve O rder (E.O.) 13526, C lass ifi ed Nationa l Security In formati on. 

3. T itle 32, Code of Federal Regulations, Pa11 200 I , (32 CFR Pa11200 I), National 
Arch ives and Records Admin istration, Information Security O versight Office ( ISOO). 

4. E.O. 12968, Access to C lass ifi ed Information. 

5. 49 CFR Pa11 8, C lassified lnfonnation: C lassification/Declassi fi cation/ Access. 

6. DOT Manual 1640.4E, G uide for Managing Classified lnfonnation (published in 
conjunction with thi s Order), hereafter referred to as the Manual. 

V. POLIC Y: 

I . It is DOT policy to ensure that a ll class ifi ed national security infonnation is properly 
protected. DOT infonnation re lating to the national security shalt be uni formly classifi ed, 
protected, and declassifi ed pursuant to all classified national security information security 
statutes, Executive Orders, and regu lations. 

2. It is DOT policy to ensure that the public has access to as much DOT in format ion as 
possible, consistent w ith the need to protect the national security and other concerns such 
as privacy, security, proprietary business interests, and law enforcement investigations. 

3. Users of this Order shall refer concurrently to E.O . 13526 and 32 CFR Part 200 I (i.e. , 
national security policy) for guidance. In the event of a conflict between thi s O rder and 
national security policy, national poli cy takes precedence. Users should report con fli cts to 
the Director, Office of Security (M-40). 

V I. APPLICABILITY: 

I . Th is O rder applies on ly to information that is class ified in accordance with Executive 
Order 13526 or any successor thereto. Other types of sensitive information such as " For 
Official Use Only" and "Sensiti ve Security Information" are addressed in other DOT 
Orders and correspondence from the Assistant Secretary for Administration and/or the 
Director of Security, M-40. 

2. This Order applies to a ll DOT components, and to all DOT Federal employees, 
de tai lees, contractor employees, or other persons employed or contrac ted to perfonn work 
for DOT (subsequently identified as employees and contractors) who receive, store, 
process, generate, discuss or otherwise handle c lassified infonnati on or have the potentia l 
to handle classified information. 

2 
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Vll. DELEGATED PROGRAM AUTHORITY: 

The Federal Aviation Administration (FAA) is delegated the authority to administer its 
own classified national security information management program under the oversight of 
M-40. The FAA may adopt procedures that implement DOT classified national security 
infonnation policies in ways different from those prescribed in this order and appendices, 
consistent with Executive Orders, directives and federal regulations. 

VIII. RESPONSIBILITIES: 

I. The Assistant Secretary for Administration (M-1 ), as the Senior Agency Official for 
classification management in accordance with 49 CFR Patt 8 shall : 

(a) direct and administer the DOT classification management program; 

(b) issue DOT-wide policy to ensure effective compliance with and implementation of 
relevant Federal statutes, Executive Orders, and regulations, including those listed in 
REFERENCES above; 

(c) represent DOT with respect to other agencies and organizations both within and 
outside the Federal Govemment, on classified infonnation management policy and issues; 

(d) periodically evaluate DOT's implementation of and adherence to classification 
management policies and requirements; 

(e) provide through the Director, Office of Security, M-40, classification management 
support services for the Office of the Secretary (OST) and for those DOT components that 
have not been delegated their own classification management authority; 

(f) as required, prepare consolidated classification management program reports for 
and on behalf of DOT; and 

(g) chair the Information Security Review Committee (described in 49 CFR 8.9), 
which decides upon issues and challenges regarding the management of classified 
infonnation in DOT. 

2. Original Classification Authorities shall: 

(a) receive initial and annual training in proper class ification (including the avoidance 
of over-classification) and declassification as provided in E.O. 13526.

1 

(b) be able to suppmt any classification decisions that they make, including identifying 
or describing the damage, should the classification decision become the subject of a 
challenge or access demand pursuant to Executive Order \3526 or other law. 2 

1 Failure to take initial and ann ual training shall result in the withdrawal of classification authority until the 
training is completed (Section 1.3(d), E.0.1 3526). 
2 There is no requirement, at the time ofthe decision, for the original classification authority to prepare a 
written description of such damage. However, the original classification authority must be able 10 support 
the decision in writing if necessary, and may want to rrC'parc separate documentation for future reference. 

3 
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(c) ensure that any ori ginal classification decisions that they make are incorporated 
into a classification guide as soon as practicable. 

3. Secretaria l Offi cers and Heads of Operating Admini strations shall : 

(a) implement policies promulgated by the Assistant Secretary for Administrati on and 
ensure that all prov isions are effectively admini stered; 

(b) ensure that every DOT Federal employee, contractor employee, or any other 
person employed or contracted to perfonn work for DOT is aware that markings other than 
"Top Secret," " Secret," or "Confidential" shall not be used to identify classified nationa l 
security information; 

(c) prepare and submit all required rep011s; 

(d) provide personnel and funding for the proper safeguarding, classification, and 
dec lassification acti vities required by this Order; 

(e) ensure that declass ification reviews of archived information are conducted on a 
regular basis; 

(f) promptly take any corrective actions that may be wari·anted; 

(g) ensure that the perfonnance standards of all employees and contractors whose 
duties signifi cantly involve the creation , handling, or management of classified 
in formation include the management of classifi ed infonnation as a critical element to be 
evaluated in their ratings; 3 

(h) appoint security offi cers or security points of contact for classifi ed infom1ation 
management to ass ist M-40 in implementing DOT' s classified information management 
program within their components and to represent their component; and prov ide a li st of 
the appointed individuals to M-40, annuall y, as personnel change, or as otherwise required 
by M-40; 

(i) ensure that organizational emergency contingency plans include provisions for the 
proper transpot1ation, handling, storage, and destruction of any classified information that 
may be necessary during an emergency; and 

U) ensure that securi ty infractions and violations involving classified infonnation are 
repot1ed to their servicing security organizations, as well as any information that might 
reflect adversely upon an individual's suitability for a security clearance. 

4. T he Director, Office of Security, M-40, shall: 

(a) provide guidance and direction throughout DOT on all classi fi cation management 
matters; 

3 Appendix I 0 contains an example of a critical clement regarding the management of' classified information. 
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(b) provide classified information securi ty support services for OST and for those 
DOT components that have not been de legated their own information security management 
authority; 

(c) provide active oversight4 and continuing security education and awareness 
programs to ensure effective implementation of security policies and requirements; 

(d) authori ze exceptions to DOT classification management policies and procedures 
when doing so meets an urgent management need, is consistent with the interests of 
national security, does not infringe on the rights of any individual , and does not conflict 
with authority reserved to either the Secretary or the Assistant Secretary for 
Administration; 

(e) relay to DOT components requests and requirements as they are received from 
ISOO and respond to ISOO with consolidated reports for DOT; and 

(f) provide liaison with other Federal Government agencies as needed on classification 
management matters and represent DOT on committees and working groups within and 
outside the Federal Government regarding classi fi ed infonnation security management. 

5. Security Officers and Security Points of Contacts (excluding FAA) shall : 

(a) serve as a liaison between their components and M-40 regarding all matters 
relating to class ification and the protection of classified information; 

(b) assist in estab lishing and maintaining visit control procedures fo r situations in 
which visitors to their component are authorized access to classified infom1ation; 

(c) serve as their component 's foca l point for the reporting of possible security 
violations, compromises, or other threats to the safeguarding of classified infonnation, in 
accordance with 32 CFR 200 1.48 and Appendix 5 to the Manual , Inquiries and 
Investigations Concerning Possible Loss, Compromise, or Unauthorized Disclosure of 
Classified ln fonnation. 

(d) ass ist the Office of Security, M-40, in perfonning the following services fo r their 
administration or office: 

( I) implementing the component's classified infonnation security management 
program; 

(2) advising their component head on matters related to the classification, 
downgrading, declassification, and safeguarding of national security information; 

(3) implementing an effective security education program as required by Chapter 
I I of the Manual and by 32 CFR 200 I. 70 and 200 I. 7 1; 

• Includes oversight authority over all DOT organizations, including any organization wi th delegated 
authority to administer its own c lassifi~d information program. 
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(4) establishing procedures for ensuring that all individuals handling classified 
information are properly cleared; 

(5) as necessary, ensuring that classification guides and/or declassification guides 
for classified plans, programs, and projects are distributed and maintained; 

(6) periodically reviewing class ified documents that are originally classified by 
their component to ensure that class ification deci sions are appropriate, and ensuring that 
documents containing other agencies' equities are refen·ed to those agencies for review 
before the documents are released; 

(7) ensuring that declassification reviews of infom1ation that is originall y 
classified by their components are conducted on a regular basis, both of archi ved 
infonnation and of information in current files; prepare declass ification plans, or submit 
information to M-40 regarding the status of declass ification activities of the component; 

(8) consistent with operational and statutory req uirements, conducting a 
continuous review of classified documents in coordination with the component's Records 
Management Officer; and, through declassification, destruction, or retirement of records, 
reducing to the extent possible the amount of class ified infonnation the component 
maintains; 

(9) submitting periodic reports as required by 32 CFR 2001.90, Statistica l 
Reporting, and Chapter I I of the Manual ; 

( I 0) conducting security inspections and spot checks; 

(I I) assisting and advising the component regarding the access, dissemination, 
reproduction, transmission, transportation, safeguarding, and destruction of class ified 
information; 

( 12) ensuring that proposed public releases on classified programs are reviewed to 
preclude the release of classified infonnation; and 

( 13) coordinating and resolving classification and declassification problems. 

6. Contracting Officers and Contracting Officer's Technical Representatives shall: 

(a) ensure that any contracts that involve class ified infonnation meet requirements of 
the Department of Defense Manual DoD 5220.22-M, National Industrial Security Program 
Operating Manual (N ISPOM); and 

(b) incorporate appropriate security requirements clauses in a classified contract, 
Invitation for Bid (IFB), Request for Proposa l (RFP), Request for Q uotation (RFQ), or 
other soli citation, and provide contractors w ith the security classification guidance needed 
during the perfonnance of the contract. This guidance shall be provided to contractors 
through a Contract Security C lassification Specification (DO Form 254). The Contract 
Security C lassification Specification shall identify the specific elements of classified 
infonnation involved in the contract that require security protection. 

6 
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7. Individuals Who Have Access to Classified Information shall: 

(a) protect it from individuals who do not have authorized access to that information, 
to include securing it in approved equipment or facilities whenever it is not under the direct 
control of an authorized individual, 

(b) meet safeguarding requirements prescribed by this Order and the Director of 
Security, M-40, and 

(c) take initial and annual training as required, including special training if the 
individual derivatively classifies information. 

8. All Employees and Contractors shall: 

(a) learn to recognize classification markings and report any instances where they 
believe classified information is not properly managed, and 

(b) report suspicious activities or behavior that would put classified information at risk 
of exposure. 

IX. IMPLEMENTATION: The policies, procedures, and responsibilities set forth in this 
Order and its companion manual, DOT Manual 1640.4E, Guide for Managing Classified 
Information, and the appendices to the manual are for uniform application throughout 
DOT. Any implementing directives created by Secretarial Offices, Heads of Operating 
Administrations, Bureaus, and Centers shall meet, and may exceed, the requirements of 
this Order, manual, and appendices. 

DEPUTY ASSISTANT SECRETARY FOR 
ADMINISTRATION: 

JAN 2 1 2011 

Brodi Fontenot 
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