
I love  GPS, bu t le t m e te ll you  about m y friend Joe, the  independent long-hau l trucker. He loves 
GPS even  m ore than  I do. 
GPS he lps h im  find  the  shortest and m ost e fficient rou tes, and  it powers program s like  WAZE 
tha t he lp  h im  avoid  tra ffic jam s. He  drives about 110,000 m iles each year and  he  figures GPS 
m akes h is driving a t least 10% m ore  e fficien t than  it would be  otherwise . 
Tha t m eans he  saves 1,700 ga llons of fue l and  has $6,800 m ore  in  h is pocke t a t the  end  of the  
year. Tha t’s another m onth  and  ha lf’s pay for h im ! He  a lso figures he  ge ts another 100 hours a t 
year a t hom e tha t he  would  have  otherwise  spent on  the  road . 
Joe  rea lly loves GPS. But if he  knew how m any other th ings it does for h im , he  would  love  it 
even  m ore . 
 
GPS tim ing signa l he lp  synchron ize  traffic ligh ts in  u rban  and  suburban  areas m aking h is 
de liveries qu icker. The  signa l a lso synchron izes ce ll towers so  he  can  easily ta lk with  h is fam ily 
and  custom ers while  he  is on  the  road . 
 
He  can  ge t m oney from  ATMs a t fue l stops and  use  h is cred it ca rds because  GPS tim ing powers 
app lications and sequences financia l transactions. 
 
And if Joe  were  to  ever have  an acciden t, GPS would  he lp  first responders ge t the re  as qu ickly 
as possib le . It a lso enab les the ir land  m obile  rad ios and  he lps them  coordina te  opera tions on  
scene . 
 
Well, I cou ld go on  and  on  about Joe  and  GPS, bu t you  ge t the  idea . And  you  ge t m ore  of an idea 
of the  benefits to  a ll of us when  you  rea lize  there  a re  3.5 m illion  truck drivers, and 230 m illion  
folks in  the  U.S. driving passenger veh icles. 
 
Then  there  are  avia tion, m aritim e , ra il, tractors in  p recision  fa rm ing, and yes, even p ipe lines, 
b icyclists, and  h ikers, that use  and  benefit from  GPS. 
 
Can you  im agine, can  anyone  rea lly conce ive , how m uch  fue l is saved  each  year a round  the  
globe , or how m uch  worse  clim ate  change  would  be , if we  hadn’t been  using GPS for the  last 
four decades? 
 
Can you  im agine  life  in  the  United Sta tes today without GPS? 
 
We have  transform ed  our socie ty based  on h igh ly p recise , free  tim ing and  loca tion  in form ation  
from  GPS. Delivery se rvices requ ire  fewer veh icles and em ployees, agricu ltu re  is m ore  
au tom ated  and precise  using less fue l and  fe rtilize r. Surveying becam e m uch , m uch easie r and 
construction m ore  accura te . New technologies like  ce ll phones were  enab led  and  whole  
businesses like  Uber and Lyft were  crea ted . 
 
All of tha t would  be  undone  if GPS were  to be  unava ilab le  for som e period  of tim e , or God  
forb id , not ava ilab le  a t a ll. We would  be  back in  the  70’s with  not enough  equ ipm ent or tra ined  
people  to  keep  essen tia l pa rts of the  econom y going. 
 



But what are  the  chances? 
 
Unfortuna te ly, they a re  m uch  h igher than  any of us would like . 
 
Scien tists te ll us the  sun will even tua lly p roduce  a  corona l m ass e jection  strong enough  to  b lock 
GPS signa ls for days, if not destroy sa te llites ou trigh t. It cou ld be  tom orrow as we  progress to 
sola r m axim um  next year. It cou ld be  100 years from  now. No one  rea lly knows. 
 
Then  there  is space  junk. 19% of a ll space  debris is in  Medium  Earth  Orb it where  GPS sa te llites 
live . If you saw the  m ovie  “Gravity” then  you have seen  a  dep iction  of a  Kessle r Event where  a  
cascad ing se ries of collisions in  space  m ake  m ore  and  m ore  debris causing m ore  and m ore  
collisions, which m ake  m ore  and  m ore  debris. 
 
And there  a re  those  who would  do us harm . GPS signa ls a re  very, very weak so they can  be 
easily jam m ed. And because  we  wanted  everyone to  use  GPS as m uch  as possib le , the  signa l 
specifica tions a re  pub lic knowledge  and  reasonably com peten t am ateurs can  now im ita te  them  
m aking a  user th ink they a re  fa r from  the ir actua l loca tion . 
 
But have  these  th ings ever rea lly happened? Absolu te ly. We see m inor d isrup tions of GPS 
recep tion  a ll the  tim e . 
 
In  2019 we  a lm ost lost a  com m ercia l passenger a ircraft in  Sun  Valley Idaho when  GPS 
in te rfe rence  b rought it dangerously close  to  im pacting a  m ounta in . The actions of a  sharp  eyed  
radar con trolle r averted tragedy a t the  last m inute . 
 
In  two d iffe ren t 2022 inciden ts opera tions a t the  Denver and  Dallas-Fort Worth  In te rna tiona l 
a irports were  d isrup ted  for m ore  than  a  day by inte rfe rence with  GPS signa ls. We a re  still trying 
to  ca lcu la te  the  econom ic cost of those  even ts. 
 
And overseas the  dangers a re  even  m ore  obvious. 
 
The  governm ent of Mexico says tha t GPS d isrup tion  is used  in  80% of ca rgo thefts in  tha t 
country. 
 
The  European  Union  d id  a  sam pling study severa l years ago and  found  500,000 signa ls tha t 
cou ld  inte rfe re  with  recep tion  of GPS and  other sa tnav signa ls. In terestingly on ly about 50,000 
of those  seem  to  have  been  in ten tiona l and  from  a  device  specifica lly designed  to  b lock GPS. In  
tha t group, they iden tified  300 d iffe ren t jam m er fam ilies. 
 
Civilian  d rones la rge enough  to  in ju re  or kill have  fa llen  from  the  sky because  of GPS 
in te rruptions. Sh ips have collided  when  the ir GPS rece ivers showed  them  passing safe ly. 
In  conflict zones GPS signa ls are  be ing jam m ed con tinua lly. Spoofed  sh ips and  a ircraft have  
reported the ir positions hundreds of m iles from  the ir actua l loca tions. Missiles and drones a re  
be ing jam m ed as defensive  m easures and spoofed  in  an  a ttem pt to  tu rn  them  back on  
a ttackers. 



GPS was origina lly deve loped  as a  weapons system  with  the  goa l of pu tting five  bom bs in  the  
sam e hole . It becam e a  silen t u tility crucia l to everyday life  in  Am erica , bu t it con tinues to be  
used  as a  weapon . 
 
So, what do we  do? We have  to  do som eth ing pretty hard  for m ost folks – we  have  to th ink 
d iffe ren tly. 
 
First off, we  m ust stop  thinking about GPS. We don’t re ly on GPS, we  re ly on  position ing, 
naviga tion, and tim ing (PNT) se rvices. It just so  happens tha t we  overwhelm ingly re ly on  GPS to  
ge t those  se rvices. To the  poin t, by the  way, tha t a  d irector a t the  Nationa l Security Council has 
sa id  GPS is a  single  poin t of fa ilu re  for Am erica . 
 
Secondly, we  need  to  realize  tha t transporta tion  in frastructure  is m ore  than  concre te  and 
aspha lt. 
 
Re liab le  and resilien t PNT is m ore  im portant to  today’s and tom orrow’s transporta tion  than 
another m ile  of h ighway, or a  para lle l runway. How are  we  going to  ge t to  Advanced Air Mobility 
or au tonom ous veh icles withou t a  re liab le  and robust PNT infrastructure? 
 
And fina lly, as a  na tion we  need  to  active ly m anage  and  lead  deve lopm ent, im plem enta tion , 
and  adoption  of system s tha t will p rotect the  GPS services we  have and  supplem ent them  to  
m ake  our overa ll na tional PNT arch itectu re  m ore  re liab le  and  resilien t. We like  to  ta lk about PTA 
– Protect the  frequencies, Toughen users, and provide  Augm enting or a lte rna tive  system s. 
Our adversaries and  econom ic com petitors are  doing, and  in  som e cases have  a lready done , 
th is. We have fa llen beh ind  to  our grea t peril. 
 
Now I can  te ll you  tha t the  good  Dr Ham pshire , h is staff, and  the  good folks up  here  on  the  da is 
a lready understand  th is. But it strikes m e  tha t the  m ajority of folks in  the  transporta tion  
com m unity do not. Ne ither do m ost of the  folks in  governm ent. 
 
So I u rge  you to  give  Dr. Ham pshire  and  h is team  a ll the  support you  can  give . And when  you  
ta lk to  others, especia lly those  in  governm ent, te ll them  about our h idden  GPS PNT u tility, how 
it is  a  single  point of fa ilure , and  how we have  to do be tte r p rotecting, toughening, and  
augm enting it. 
 



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.7

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [4000 4000]

  /PageSize [612.000 792.000]

>> setpagedevice



