1.

Multi-Factor Authentication Quick Guide Office of the Secretary of Transportation

LINKING THE WEB APPLICATIONS TO LOGIN.GOV

Participants will need to have an account with the Transit Benefit Program prior to linking the accounts. Refer to
the Transit Benefit Applicant Guide for instructions on registration.

1.1

Linking an Existing User Account

The Login.gov functionality must be enabled for the participant’s agency to link an account to Login.gov. The
below steps give instructions for linking the Transit Benefit Web Application.

Use the following steps to link an account:

L.

5.

Enter the URL: https://transitapp.ost.dot.gov. The B JRANSzve
Transit System Login page is displayed.

Enter the username entered when the account was
registered in the User Name textbox.

Click the Continue to Login button. The
Login page displays.

Click the LOGIN button. The Login.Gov
Authentication dialog message is displayed.

Figure 2: Login page

Click the OK button. The Login.Gov transitappmobiledev.ost.dot.gov says
Authentlcatlon page dlSplays You will now be taken to Login.Gov's Authentication page.

Note: You will be re-directed to the Transit Benefit Program Rules of
Behavior page if you have an unexpired authentication session on

Figure 3: Login.Gov Authentication Message

Login.Gov.
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Multi-Factor Authentication Quick Guide

1.1.1 Create a Login.gov Account

Office of the Secretary of Transportation

If the participant has an existing account, enter the username and password and click the Sign in button.

Note: Skip to Section 1.1.3 Transit Authentication.

Follow the below instructions to create a Login.gov
account.

1. Click the Create an account button.
The Create Your Account page displays.

2. Enter your government issued email address.

Note: Email language preference defaults to English.
Select the preferred language.

3. Check the Rules of Use checkbox.

4. Click the Submi t button. An email will be
sent to the participant.

Note: Retrieve the email and follow the instructions to
complete creating the Login.gov account.

5. After confirming the email address. The
Create Password page displays in a new
window. Enter a password in the Password
textbox.

6. Click the Continue button. The
Authentication Method Setup page displays.

Ouoaincov  TRANSEAve

Parking Benefit System Dev Site

is using Login.gov to allow you to

sign in to your account safely and
securely.

Email address

Figure 4: Login.Gov Sign In page

oLoamcov  JRANSEAvE

Create your account

Enter your email address

O English (default)

O Espariol

O Frangais

[ I read and accept the Login.gov Rules of Use @

Figure 5: Create Account page

uoainaov  TRANSzave

@ You have confirmed yeur email address

Create a strong password

5t 12 characters long and not be a commonly
hat's it

Figure 6: Create Password page
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Multi-Factor Authentication Quick Guide

1.1.2 Authentication Method Setup

Office of the Secretary of Transportation

There are two authentication methods that can be used to link your Transit Benefit Web Application to Login.gov.
These are Government Employee ID and Text or Voice Message. Both methods can be selected at the same time.

Login.Gov recommends two (2) methods be setup for authentication.

Note: Skip to Section 1.1.2.2 Text/Voice Message Method for instructions on using this method.

11.21 Government Employee ID Method

1. Select the Government employee ID
radio button for the selected authentication
method.

2. Click the Continue button. The Add
PIV/CAC Card page displays.

3. Enter a name for the PIV/CAC card.
4. Make sure your PIV/CAC card is in the reader.

5. Click the Add PIV/CAC card button. The
Certificate Information page displays.

vLosincov  TRANSERvE

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least [2)
two different options in case you lose one of your methods.

=] @ Security key

A physical device, often shaped like a USB
drive, that you plug in to your device.

[a} 5 Government employee ID

PIVICAC cards for government and military
emplayees. Desktop only

[m] D Authentication application

Download or use an authentication app of
your choice to generate secure codes.

[m] % Text or voice message

Receive a secure code by (SMS} text ar
phone call.

[m] # Backup codes
A list of 10 cades you can print o save to

your device. When you use the Last code,
we will generate a new list. Keep in mind
backup codes are easy 10 lose.

« Cancel sccount creation

Figure 7: Authentication Method Setup page

vrocincov  TRANSERVvE

Add your PIV or CAC

Set up your PIV or CAC as a two-factor authentication method
50 you can use it to sign in.

© Giveitanickname

If you add more than one PIV/CAC, you'll know which
one’s which.

@ Insert your PIV/CAC into your card reader
© Addyour PIV/CAC
You'll need to choose a certificate (the right one likely

has your name in it) and enter your PIN (your PIN was
created when you set up your PIV/CAC).

Add PIV/CAC card

«Choose another option

Figure 8: Add PIV/CAC Card page
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Multi-Factor Authentication Quick Guide Office of the Secretary of Transportation

6. Select your name and click the OK button. The Windows Security x
ActivClient Login page displays. Select a Certificate

Site 25cf pivcac.int.identitysandbox.gov needs your credentials:

Click here to view certificate properties

More choices

oK Cancel

Figure 9: Certificate Information page

7. Enter your PIN number.

ActiviD”

ActivClient®

8. Click the OK button. The confirmation page
for the Login.gov account is displayed.

Please enter your PIN.

PIN

Cancel
Figure 10: ActivClient Login page
9. Click the Agree and continue button. A e
The List of Active Transit Accounts page
di SplayS. © APIV/CAC card was added to your account
Note: After completing step 9, skip to Section 1.1.3 8

Transit Authentication.

You’'ve created an account with
Login.gov
We'll share this information with Parking Benefit System

Dev Site:

© Email addresses on your account

Parking Benefit System Dev Site will only use this
information to connect to your account.

Figure 11: Account Confirmation page
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Multi-Factor Authentication Quick Guide

1.1.2.2 Text or Voice Message Method

4.

Select the Text or Voice Message radio
button for the selected authentication method.

Click the Continue button. The Phone Setup
page displays.

The Text Message (SMS) radio button is
selected by default. To receive a text or voice
message, enter a mobile phone number. If a
landline phone number is entered, select the
Phone call radio button.

After entering the phone number, click the
Send code button. The Security Code page
displays.

Office of the Secretary of Transportation

« Cancel account creation

Giosincov  TRANSEsve

Authentication method setup

Add another layer of security by selecting & multi-factor
authentication method. We recommend you select at least [2)
twe different options in case yau lose one of your methods

[m] & Security key

A physical device, often shaped like a USB
drive, that you plug in to your device.

o E Government employee ID

PIVICAC cards for gavernment and military
employzes. Desktop only

[m] D Authentication application

Download or use an authentication app of
your choice to generate secure cades.

[m] % Text or voice message

Receive a secure code by (SMS} text ar
phone call.

[m] ﬁ? Backup codes
A list of 10 cades you can print or save to

your device. When you use the last code,
we will generate a new list. Keep in mind
backup codes are easy 10 lose.

O LOGIN.GOV

*kk kkk

Send your security code via text
message (SMS) or phone call
We'll send you a security code each time you sign in.

Message and data rates may apply. Do not use web-based
(VOIP) phone services or premium rate (toll) phone numbers.

Phone number
Example: (201) 555-0123

How should we send you a code?
You can change this selection the next time you sign in. If you

entered a landline, please select “Phone call” below.

O Text message (SMS) © Phone call

Mobile terms of service

Choose another option

Figure 13: Phone Setup page

Figure 12: Text/Voice Authentication Method Setup page
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Multi-Factor Authentication Quick Guide

5. Enter the one-time code and click the Submit
button. The Confirmation page displays.

Note: Make sure the Remember this browser checkbox
is checked.

6. Click the Agree and continue button.
The List of Active Transit Accounts page
displays.

Note: Continue to Section 1.1.3 Transit Authentication
to complete linking the accounts.

Office of the Secretary of Transportation

0 LOGIN.GOV

Enter your security code

We just called you at +1202-366-0350.

One-time code

B Remember this browser

Get another code

Entered the wrong phone number?
Use another phone number

< Choose another option

Figure 14: Security Code page

U LOGIN.GOV IWSEHVE

@ A phone was added to your account.

B

Continue to Parking Transit
Benefits System Dev Site

We'll share your information with Parking Transit Benefits
System Dev Site to connect your account.

© Email addresses on your account

Cancel

Figure 15: Confirmation page
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Multi-Factor Authentication Quick Guide Office of the Secretary of Transportation

1.1.3 Transit Authentication

After creating a Login.gov account the Transit Benefit Program account needs to be authenticated.

1. The Transit Benefit Web Application username Listof Active Transit Accourts

is displayed and selected by default. e iz
L=

Figure 16: List of Active Transit Accounts page

2. Click the OK button. The Transit Benefit e TRANSzrve
Program Rules of Behavior page redisplays.

Figure 17: Transit Application Rules of Behavior page

1.2 Re-Linking an Existing User Account

The Transit Benefit Web Application password expires every sixty (60) days. When the password expires, the
Login.gov and Transit Benefit Web Application will need to be re-linked. The below steps give instructions for
re-linking the accounts.

1.2.1 Government ID Method

1. Enter the URL: https://transitapp.ost.dot.gov. The e TRANSeve
Transit System Login page is displayed.

2. Enter the username entered when the account was
registered in the User Name textbox.

3. Click the Continue to Login button. The
Login page displays.

4. Click the LOGIN button. The Login.Gov Login
Authentication dialog message is displayed.

Figure 19: Login page

i bouhead Page



Multi-Factor Authentication Quick Guide

5. Click the OK button. The Login.Gov
Authentication page displays.

6. Click the Sign in with your government employee
ID link. The PIV/CAC Sign In page displays.

7. Click the Insert your PIV/CAC button.

8. After a brief pause the Certificate Information page
displays. Select your name and click the OK
button. The ActivClient Login page displays.

Office of the Secretary of Transportation

transitappmobiledev.ost.dot.gov says

You will now be taken to Login.Gov's Authentication page.
Note: You will be re-directed to the Transit Benefit Program Rules of
Behavior page if you have an unexpired authentication session on

Login.Gov.

Figure 20: Login.Gov Authentication Message

owocmcov  TRANSzave

Parking Transit Benefits System
Dev Site is using Login.gov to allow
you to sign in to your account
safely and securely.

@ Authentication via Login.Gov

Email address.

0 Show password

Figure 21: Login.Gov Sign In page

U LOGIN.GOV MSERVE

Sign in with your PIV or CAC

Make sure you have a Login.gov account and you’ve set up
PIV/CAC as a two-factor authentication method.

Insert your PIV/CAC

Cancel

Figure 22: PIV/CAC Sign-in page

Windows Security X

Select a Certificate

Site 25cf.pivcac.int.identitysandbox.gov needs your credentials:

Click here to view certificate properties

More choices

OK Cancel

Figure 23: Certificate Information page

Bowhead
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10.

11.

12.

13.
14.

Multi-Factor Authentication Quick Guide

Enter your PIN number.

Click the OK button. The List of Active Transit
Accounts page displays.

The Transit Benefit Web Application username is
displayed and selected by default. Click the OK
button.

The Change Password [Password Expired] page
displays.
Change your transit password.

Click the Submit button. The Transit Benefit
Program Rules of Behavior page displays.

Office of the Secretary of Transportation

ActivID”

ActivClient®

Please enter your PIN.

PIN

Cancel

Figure 24: ActivClient Login page

List of Active Transit Accounts

Select one to

igure 25: List of Active Transit Accounts page

m

Change Password [IZ

Figure 27: Rules of Behavior page
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Page 9



Multi-Factor Authentication Quick Guide

1.2.2 Text or Voice Message

1. Click the LOGIN button. The Login.Gov
Authentication dialog message is displayed.

2. Click the OK button. The Login.Gov
Authentication page displays.

3. Enter the email address and password used
when the Login.gov account was created.
Click the Sign in button. The Security Code

page displays

4. Enter the one-time code and click the Submit
button.

Office of the Secretary of Transportation

Login

LOGIN WITH YOUR.

Figure 28: Login page

transitappmobiledev.ost.dot.gov says

You will now be taken to Login.Gov's Authentication page.
Note: You will be re-directed to the Transit Benefit Program Rules of
Behavior page if you have an unexpired authentication session on

Login.Gov.

Figure 29: Login.Gov Authentication Message

owocincov  TRANSzave

Parking Transit Benefits System
Dev Site is using Login.gov to allow
you to sign in to your account
safely and securely.

@ Authentication via Login.Gov

Email addre:

] Show password

E
st
e

Figure 30: Login.Gov Sign In page

U LOGIN.GOV MSEHVE

Enter your security code

We just called you at (***) ***-0350.

One-time code

O Remember this browser

[ & Getanother code J

Can’t use your phone?

Choose another authentication method

Cancel

Figure 31: Security Code page

Bowhead
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Multi-Factor Authentication Quick Guide

The Transit Benefit Web Application username
is displayed and selected by default. Click the
OK button.

The Change Password [Password Expired]
page displays.
Change your transit password.

Click the Submi t button. The Transit Benefit
Program Rules of Behavior page displays.

Office of the Secretary of Transportation

List of Active Transit Accounts

Select one to continue

igure 32: List of Active Transit Accounts page

)

Change Password [IZ

Rules of Behavior

Figure 34: Rules of Behavior page
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2.1.1
1.

Multi-Factor Authentication Quick Guide Office of the Secretary of Transportation

ACCESSING THE TRANSIT BENEFIT WEB APPLICATION VIA
LOGIN.GOV

Logging In

Enter the URL: http://transitapp.ost.dot.gov. o JRANSzve

The Transit System Login page is displayed.
Enter the username entered when the account
was registered in the User Name textbox.
Click the Continue to Login button.
The Login page displays.

Figure 35: Transit System Login page

Government Employee ID Login

Click the LOGIN button. An alert message is e — JRANE e
displayed indicating the participant will be
redirected to the Login.gov Authentication
page. Click the OK button to display the
Login.gov Sign In page.

Note: If you have an unexpired Login.gov session, you
will be redirected to the Transit Benefit Program Rules

of Behavior page. Figure 36: Login page

2. Click the Sign in with your government

oroamcov  TRANSzmvE

employee ID link. The PIV/CAC Card sign-in
page displays. @ o ©

Parking Transit Benefits System
Dev Site is using Login.gov to allow
you to sign in to your account
safely and securely.

aaaaaaaa

Figure 37: Login.gov Sign In page
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Multi-Factor Authentication Quick Guide

3. Make sure your PIV/CAC card is inserted into
the reader. Click the Insert your
PIV/CAC button.

4. After a brief pause the Certificate Information
page displays. Select your name and click the
OK button. The ActivClient Login page
displays.

5. Enter your PIN number and click the OK
button. The List of Active Transit Accounts
page displays.

6. The Transit Benefit Program Web Application

username is displayed and selected by default.

7. Click the OK button. The Transit Benefit
Program Rules of Behavior page displays.

Office of the Secretary of Transportation

Orocincov  TRANSEervE

Sign in with your PIV or CAC

Make sure you have a Login.gov account and you've set up
PIV/CAC as a two-factor authentication method.

Insert your PIV/CAC

Cancel

Figure 38: PIV/CAC Sign-in page

Windows Security X

Select a Certificate

Site 25cf.pivcac.int.identitysandbox.gov needs your credentials:

Click here to view certificate properties

More choices

oK Cancel

Figure 39: Certificate Information page

ActivID®
ActivClient®

Please enter your PIN.

PIN

Cancel

Figure 40: ActivClient Login page

List of Active Transit Accounts

Ja.robinson.ctr@dot.gov

Figure 41: Login.gov Authentication Checkbox

Figure 42: Transit Application Rules of Behavior page

i Bowhead
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Multi-Factor Authentication Quick Guide

2.1.2 Text or Voice Message Login

1. Click the LOGIN button. An alert message is
displayed indicating the participant will be
redirected to the Login.gov Authentication
page. Click the OK button to display the
Login.gov Sign In page.

Note: If you have an unexpired Login.gov session, you
will be redirected to the Transit Benefit Program Rules
of Behavior page.

2. Enter the email address and password used
when the Login.gov account was created.
Click the Sign in button. The Security Code
page displays

3. Enter the one-time code and click the Submit
button. The Transit Application Rules of
Behavior page displays.

Office of the Secretary of Transportation

Figure 43: Login page

0 LoGIN.GOV MSEM

Parking Transit Benefits System
Dev Site is using Login.gov to allow

you to sign in to your account
safely and securely.

@ Authentication via Login Gov

Email address

Figure 44: Login.gov Sign In page

U LOGIN.GOV MSEHVE

Enter your security code

We just called you at (***) ***-0350.

One-time code

O Remember this browser

[ & Getanother code J

Can’t use your phone?

Choose another authentication method

Cancel

Figure 45: Security Code page
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Multi-Factor Authentication Quick Guide

2.1.3 Logging Out

1. Click the Logout button. The Login.Gov Sign
Out page displays.

2. Click the Yes, sign out of
Login.gov button. The Transit Benefit
Program Login page displays.

Note: This will sign you out of Login.gov and you will
need to sign back in when logging into the Transit
Benefit Program Web Application.

3. ClicktheNo, go to my account page
button. The Your Account page for Login.gov
displays.

Note: You will remain signed into Login.gov and will
be directed to the Transit Benefit Program Rules of
Behavior page the next time you logon if your
Login.gov session has not expired.

Note: Do not click the Sign out link on this page.
Doing so will sign you out of Login.gov.

Office of the Secretary of Transportation

Parking and Transit Benefit Public Website vern 10

Figure 46: Transit Benefit Program Home page

U LOGIN.GOV ’mNSERVE

—_—

Do you want to sign out of
Login.gov and return to Parking
Transit Benefits System Dev Site?

Yes, sign out of Login.gov

[ No, go to my account page ]

Figure 47: Security Code page

U LOGIN.GOV Welcome

Your Ascount Your account

Email preferences

Email add

‘ + Add new email ‘

Language

Figure 48: Login.Gov Your Account page

i Bouwhead
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Multi-Factor Authentication Quick Guide Office of the Secretary of Transportation

3. LOGIN.GOV HELP

Use the below links to get help with issues while using Login.gov.

% Enter the following URL to display the

Login.gov Contact Us page:
https://www.login.gov/contact/

Get

Note: Login.gov cannot assist with linking the Transit
Benefit Program application to Login.gov. Please
reach out to your agency assigned POC.

Figure 49: Login.gov Contact Us page

How can we help?

+« Enter the following URL to display the
Login.gov Help page:
https://www.login.gov/help/.

++» Enter the following URL to display the
Login.gov Privacy & Security page:
https://www.login.gov/policy/

Figure 51: Login.gov Privacy & Security page
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https://www.login.gov/contact/
https://www.login.gov/help/
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.login.gov%2Fpolicy%2F&data=05%7C01%7Cangela.robinson.ctr%40dot.gov%7C4b99c6e4ec244264d90a08da38e9f94d%7Cc4cd245b44f04395a1aa3848d258f78b%7C0%7C0%7C637884874797929341%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2BPuSPbItyeDqZqMvIEoM%2BCQrU7aI5b7bmFPsTh5Yk5w%3D&reserved=0
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