Multi-Factor Authentication Expired Password Quick Guide Office of the Secretary of Transportation

1.1 Re-Linking an Existing User Account

The Transit Benefit Web Application password expires every sixty (60) days. When the password expires, the
Login.gov and Transit Benefit Web Application will need to be re-linked after the password has been changed.
The below steps give instructions for re-linking the accounts.

1.1.1 Government ID Method

1. Enter the URL: https://transitapp.ost.dot.gov.
The Transit System Login page is displayed.

2. Enter the username entered when the account Login
was registered in the User Name textbox.

3. Click the Continue to Login button.
The Login page displays.

4. Click the LOGIN button. The Link Transit e
Account with Login.Gov page displays.

Figure 2: Login page
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Figure 3: Link Transit Account with Login.gov page
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6. Click the Sign in with your government gizssedl PRANSery
employee ID link. The PIV/CAC Sign In -
page displays. B o

Parking Transit Benefits System
Dev Site is using Login.gov to allow
you to sign in to your account
safely and securely.

Figure 4: Login.Gov Sign In page

7. Click the Insert your PIV/CAC button. ———
D LOGIN.GOV ’mNSERVE

Sign in with your PIV or CAC

Make sure you have a Login.gov account and you've set up
PIV/CAC as a two-factor authentication method.

Insert your PIV/CAC

Cancel

Figure 5: PIV/CAC Sign-in page

8. After a brief pause the Certificate Information
page displays. Select your name and click the
OK button. The ActivClient Login page

diSplayS. Site 25cf pivcac.int.identitysandbox.gov needs your credentials:

Windows Security X

Select a Certificate

Click here to view certificate properties

More choices

OK Cancel

Figure 6: Certificate Information page
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9.

10.

11.

12.

13.
14.

15.

16.

Enter your PIN number.

Click the OK button. The Link Transit
Account with Login.Gov page displays with

the Login.Gov Authentication checkbox
checked.

Enter the current transit password in the
Password textbox.

Click the Login with Transit button.
The Change Password page displays.

Change your transit password.

Click the Submi t button. The Transit Login
page displays.

Enter the username entered when the account
was registered in the User Name textbox.

Click the Continue to Login button.
The Login page displays.

Office of the Secretary of Transportation

ActivID”

ActivClient®

Please enter your PIN.

PIN

Cancel

Figure 7: ActivClient Login page

Link Transit Account with Login.Gov

unt with your Login. Gov User Account. Once connected, the Link will be active
(every 60 days).

Login.Gov Authentication Logout

Transit Authentication

User Name: angela.robinson.ctr@dot.gov

Login with Transit

Forgot Password?

Link Accounts.

Cancel

Figure 8: Login.gov Authentication Checkbox

Change Password

= -

Figure 9: Change Password page

Login

Figure 10: Transit Login page
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17. Click the LOGIN button. The Link Transit
Account with Login.Gov page displays.

18. Click the Login with Login.Gov
button. The Link Transit Account with
Login.Gov page redisplays with the
Login.Gov Authentication checkbox checked.

19. Enter the new transit password in the
Password textbox.

20. Click the Login with Transit button.
The Link Transit Account with Login.Gov

page redisplays with the Transit
Authentication checkbox checked.

21. Click the Link Accounts button. The
Link Accounts Confirmation page displays.

22. Click the Continue to Transit App
button. The Transit Benefit Program Rules of
Behavior page displays.

Office of the Secretary of Transportation

Login

LOGIN WITH YOUR.

Figure 11: Login page

Link Transit Account with Login.Gov

Connect your Transit App User Account with your Login.Gov User Account. Once connected, the Link will be active
until your Transit Password expires (every 60 days).

) Login Gov Authentication Login with Login Gov

(O Transit Authentication

User Name: angela.robinson.ctr@dot.gov

Password:

Login with Transit

Forgot Password?

Link Accounts

Figure 12: Link Transit Account with Login.Gov page

Link Transit Account with Login.Gov

unt with your Login. Gov User Accour
(every 60 days)

Login Gov Authentication

Transit Authentication

Link Accounts

Figure 13: Transit Authentication Checkbox

ink Transit Account with Login.Gov

Your Transit Account is now linked with your Login.Gov Account.

Continue to Transit App

Figure 14: Link Accounts Confirmation

Busn

Rules of Behavior

Figure 15: Rules of Behavior page
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1.1.2 Text or Voice Message

i s . Login

1. Click the LOGIN button. The Link Transit

Account with Login.Gov page displays. oan i

TS
[ coner |
Figure 16: Login page

2. Click the Login with Login.Gov button. Link Transit Account with Login.Gov

The LOgin.GoV Authentication page displays. e

Login.Gov Authentication Login with Login. Gov

Transit Authentication

User Name: angela.robinson.ctr@dot.gov

Password:

Login with Transit

Forgot Password?

Link Accounts

Figure 17: Link Transit Account with Login.Gov page

3. Enter the email address and password used when
the Login.gov account was created. Click the
Sign in button. The Security Code page
displays

owocincov  TRANSzave

Parking Transit Benefits System
Dev Site is using Login.gov to allow
you to sign in to your account
safely and securely.

] Show password

Figure 18: Login.Gov Sign In page
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4.

7.
8.

Enter the one-time code and click the Submit
button. The Link Transit Account with
Login.Gov page displays. The Login.Gov
Authentication checkbox is now checked.

Enter the current transit password in the Password
textbox.

Click the Login with Transit button. The
Change Password page displays.

Change your transit password.

Click the Submit button. The Transit Login
page displays.

Office of the Secretary of Transportation

U LOGIN.GOV MSEHVE

Enter your security code

We just called you at (***) ***-0350.

One-time code

O Remember this browser

[ & Getanother code J

Can’t use your phone?

Choose another authentication method

Cancel

Figure 19: Security Code page

Link Transit Account with Login.Gov

Connect your Transit App User Account with your Login.Gov User Account. Once connected, the Link will be active
until your Transit Password expires (every 60 days).

Login.Gov Authentication

Transit Authentication

User Name: angela.robinson.ctr@dot.gov
Password:
Link Accounts

Figure 20: Link Transit Account with Login.Gov page

Change Password

= -

Figure 21: Change Password page

Figure 22: Transit Login page
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9.

10.

11.

12.

13.

14.

15.

16.

Enter the username entered when the account was
registered in the User Name textbox.

Click the Continue to Login button. The
Login page displays.

Click the LOGIN button. The Link Transit
Account with Login.Gov page displays.

Click the Login with Login.Gov button.
The Link Transit Account with Login.Gov page
redisplays with the Login.Gov Authentication
checkbox checked.

Enter the new transit password in the Password
textbox.

Click the Login with Transit button. The
Link Transit Account with Login.Gov page

redisplays with the Transit Authentication
checkbox checked.

Click the Link Accounts button. The Link
Accounts Confirmation page displays.

Click the Continue to Transit App
button. The Transit Benefit Program Rules of
Behavior page displays.

Office of the Secretary of Transportation

Login

.........

Figure 23: Login page

Link Transit Account with Login.Gov

ount with your Login.Gov User Account. Once connected, the Link will be active
(every 60 days).

Login.Gov Authentication Login with Login. Gov

(O Transit Authentication

User Name: angela.robinson.ctr@dot.gov

[

Figure 24: Link Transit Account with Login.Gov page

Link Transit Account with Login.Gov

with your Login.Gov User Account. Once connected, the Link wil
1y 60 days).

Login Gov Authentication

Transit Authentication

Figure 25: Link Accounts page

ink Transit Account with Login.Gov

Your Transit Account is now linked with your Login.Gov Account.

Continue to Transit App

Figure 26: Link Accounts Confirmation page

TRANSznvE

Rules of Behavior

Figure 27: Rules of Behavior page
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